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(57) ABSTRACT

A method for visual authentication with a monitoring sys-
tem. The method includes pre-provisioning the monitoring
system with a reference visual authentication eclement,
obtaining an image of a user-presented visual authentication
element and generating a validation result by validating the
user-presented visual authentication element against the
reference visual authentication element. The method further
includes, based on the validation result, making a determi-
nation that the user-presented visual authentication element
matches the reference visual authentication element, and
taking an action affiliated with the reference visual authen-
tication element.
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/I Step 300

| Select type of visual authentication to be set up
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/— Step 302

| Configure action to be performed upon successful authentication

/— Step 306

” Obtain reference visual authentication element (FIG. 4A or 4B) ”
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— Step 308

| Identify visual features of reference visual authentication element |
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/— Step 310

| Validate obtained reference visual authentication element
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— Step 312

| Store identified visual features and configured actions |




